Identifying unsolicited email based on their network-level behavior rather than their content have received huge interest. In this study, we investigate the social network properties of large-scale email networks generated from real email traffic to reveal the properties that are indicative of spam as opposed to the expected legitimate behavior.
the Internet. Although current anti-spam tools are efficient in hiding spam from users' mailboxes, there is a clear need for moving the defense against spam as close to its source as possible. Therefore, it is necessary to understand the network-level behavior of spam and how it differs from legitimate traffic in order to design anti-spam mechanisms that can identify spamming bots on the network. In this paper, we study the network-level behavior of email by examining real email traffic captured on an Internet backbone link. From the collected traffic, we have generated email networks in which the nodes represent email addresses and the edges represent email communications. To the best of our knowledge, this is the largest email traffic dataset used to study the structure of email networks which contain both legitimate (ham) and unsolicited email traffic.
In this study, we show that the legitimate email traffic exhibit the same structural properties that other social and interaction networks (e.g., on-line social networks, the Internet topology, the Web, and phone call graphs) typically exhibit, therefore, it can be modeled as a scale-free, small-world network. We also show that the email traffic containing spam cannot be modeled similarly, and because the unsocial behavior of spam is not hidden behind the social behavior of legitimate traffic, the structure of email networks containing both ham and spam differ from other social networks. Moreover, we show that the temporal variations in the social network properties of email traffic can reveal more distinct properties of the behavior of spam.
In this study our goal is to identify the differences in the social network properties of spam and ham traffic, and leverage these differences to spot the abusive nodes in the network.
The remainder of this paper is organized as follows. Section 2 presents the related works. The collected email datasets and their properties are discussed in Section 3. Section 4 presents and discusses the observed structural and temporal properties of our email networks. Section 5 presents a method to spot spam senders in the structure of email networks. Finally, Section 6 concludes the paper. 
Related Work
Social network analysis has been widely used in order to study the structural properties of real-world networks such as the Web graph [3] , the Internet topology [6] , phone call and SMS networks [14] , and online social networks [12] . The structure of email networks was first studied by Ebel. et al. [5] showing that an email network generated from mail server log files of a university is a scale-free, smallworld network. Leskovec et al. [11] studied the evolution of a variety of real networks, including an email network of a large institution, and observed that these social networks densify over time and their diameter shrinks, while their power law degree distribution exponent remains constant. Deployment of social network analysis for discriminating spammers and legitimate users was first proposed in Boykin et al. [2] . They generated an email network from email headers in one user's mailbox and found distinguishing structural properties of spam and ham messages. Gomes et al. [7] generated distinct graphs from ham and spam email collected from mail server log files of their university department, and found graph theoretical metrics that structurally and dynamically differ for spam and ham. Lam et al. [10] and Tseng et al. [17] extracted different structural features from email social networks and deployed them in building learning-based spam detection systems. Table 1 summarizes the properties of the email networks studied in the related works. All of the above studies have taken place on relatively limited email datasets. In addition to previous studies, we perform an analysis of the structural and temporal characteristics of email networks, reveal properties that distinguish ham from spam, compare our observations with previous studies, and show how our findings could reveal the spam sending nodes in the email networks.
Data Collection and Pre-processing
In this study we have used two distinct email datasets to generate email networks. The datasets were created from passively captured SMTP packets on a 10 Gbps link of the core-backbone of the SUNET 1 . Each dataset was collected during 14 consecutive days with a year time span between the collections. Throughout the paper, we refer to the larger dataset as dataset A, and the smaller dataset as dataset B.
The unusable email flows, including those with no payload or missing packets and encrypted communications were pruned from the datasets. The remaining emails were first classified as being either accepted (delivered by the receiving mail server) or rejected (unfinished SMTP command exchange phase and consequently not containing any email headers and body). Rejection is generally the result of spam pre-filtering strategies deployed by mail servers (e.g., blacklisting, greylisting, DNS lookups). Then, all accepted email communications were classified to be either spam or ham to establish a ground truth for our study. Similar to [7, 17] , the classification was done by a well-trained filtering tool 2 . Finally, all email addresses were anonymized and email contents were discarded in order to preserve privacy.
After data collection and pre-processing, a number of email networks have been generated from the datasets. In an email network the email addresses, which are extracted from the SMTP commands ("MAIL FROM" and "RCPT TO"), represent the nodes, and the exchanged emails represent the edges. In order to study and compare the characteristics of different categories of email, from each dataset we have generated a ham network, a spam network, and a rejected network, in addition to the complete email network. Table 2 summarizes the properties of the dataset A as an example. More details on the measurement location, data collection, and pre-processing can be found in [13] .
Structural and Temporal Properties of Email Networks
In this section we briefly introduce the most significant structural and temporal properties of social networks. Degree distribution. The degree distribution of a network is the probability that a randomly selected node has k edges. In a power law distribution, the fraction of nodes with degree k is n(k) ∝ k −γ , where γ is a constant exponent. Networks characterized by such degree distribution are called scale-free networks. Many real networks such as the Internet topology [6] , the Web [3] , phone call graphs [14] , and on-line social networks [12] are scale free.
Average path length. In small-world networks any two nodes in the network are likely to be connected through a short sequence of intermediate nodes, and the network diameter shrinks as the network grows [11] .
Clustering coefficient. In addition to a short average path length, small-world networks have high clustering coefficient values [18] . The clustering coefficient of a node v is defined as
the maximum number of edges that can exist between the neighbors, and E v the number of the edges that actually exist. The average C v of a social network shows to what extent friends of a person are also friends with each other and its value is independent of the network size [16] .
Connected components. A connected component (CC) is a subset of nodes of the network where a path exists between any pair of them. As social networks grow a giant CC (GCC), which contains the vast majority of the nodes in the network, emerges in the graph and its size increases over time [16] . Moreover, the distribution of CC size for some social networks follows a power law pattern [3, 14] .
Measurement Results
In the following the observed structural and temporal properties of our email networks are presented. These properties can be used in order to model the behavior of legitimate traffic and to find the distinguishing properties of the unsocial behavior of spam. Although the duration of our data collections is not long enough to study the evolution of email networks, it is still possible to track the changes in the structure of email networks in order to better understand the distinct characteristics of ham and spam traffic.
Degree distribution. Figures 1(a) and 1(e) show that none of the email networks generated from datasets A and B exhibit a power law degree distribution in all points. However, the ham networks generated from each of the datasets are scale free as their degree distribution closely follow the distribution n(k) ∝ k −γ with γ A = 2.7 and γ A = 2.3, respectively 3 . The in-degree (out-degree) distribution for ham networks, which are shown in Figures 1(b) and 1(f), also follows a power-low distribution with γ Ain = 3.2 (γ Aout = 2.3) and γ Bin = 3.2 (γ Bout = 2.1 ), respectively. Moreover, in contrast to previous studies [2, 7] , neither the spam, nor the rejected networks are completely scale free (Figures 1(c) , 1(g), 1(d), and 1(h)). Figure 2 (a) and 2(e) show that the shape of the degree distributions of the complete email networks may change over time as the networks grow. The shape of the degree distribution of spam and rejected networks can also change over time (Figures 2(c), 2(g), 2(d), and 2(h) ). However, the ham networks always follow a power law distribution with an almost constant exponent (Figures 2(b) and 2(f) ).
Clustering coefficient. The observed average clustering coefficients for our ham (spam) networks generated from both dataset are quite similar: C A ham = 9.92 × 10 Average path length. The ham and spam networks generated from both datasets have short average path lengths, l , as expected in small-world networks: l hamA = 7.0, l spamA = 8.5, l hamB = 6.7, and l spamB = 7.8. Figures 3 (a) and 3(e) show that l decreases for all networks as they grow, confirming the shrinking diameter phenomenon observed in [11] for other social networks. Connected components. Figure 4 .2 shows the distribution of the size of the CCs for ham and spam networks. It can be seen that the GCCs of the networks are orders of magnitude larger than other CCs. The distribution of the CC size for the ham network, similar to Web [3] and phone call graphs [14] , follows a power law pattern, but the spam network can have outliers in their distribution. Figures 3(d) and 3(h) show that the number of CCs in all of the ham and the spam networks increases over time, but this increase is much faster for spam. Moreover, as shown in Figure 3(c) , the respective size of the GCC of the networks generated from dataset A increases for the ham but does not change much for the spam network. However, although the ham network generated from dataset B shows exactly the same behavior (Figure 3(g) ), the spam network shows an increase in the percentage of nodes in its GCC over time.
Discussion
In the following paragraphs we briefly discuss our observations regarding the structure of email networks and discuss to what extent our dataset is representative for the structural and temporal analysis of email networks. Table 3 summarizes the observed similarities and differences in the structure of the ham and spam networks. Although the studied datasets differ in size and collection time, our observations reveal that legitimate email always exhibit the structural properties that are similar to other social and interaction networks. Previous studies on the structure of legitimate email networks have also shown that these networks can be modeled as scale free, small-world networks [2, 5, 7, 9, 11] . In contrast, a vast majority of spam are automatically sent, typically from botnets, and it is expected that they show unsocial behavior. We have shown that the structural and temporal properties of spam networks can reveal their anomalous nature. Although spam networks show some properties that are similar to ham (i.e., small-world network properties), they can still be distinguished from ham networks as they have significantly smaller average clustering coefficient and larger average path length, regardless of the size of the networks. Overall, we have shown that although the behavior of spam might change over time, its unsocial behavior is not hidden in the mixture of email traffic, even when the amount of spam is less than ham (dataset B).
The datasets used in this study to analyze the characteristics of spam do not contain the email communications that do not pass the measurement location. Due to asymmetric routing and load-balancing policies deployed by the network routers, not all traffic travels the link, and less traffic is seen in the outgoing than the incoming direction of the link (Table 2). However, our goal is to perform a comparative analysis of the distinguishing behavior of spam and ham traffic that are observed over the link. Therefore, it is not required to generate a complete email network of all exchanged emails to be able to study the differences in the social network properties of legitimate and spam traffic.
In addition, the "missing past" problem, which is not limited to our dataset, exists since it is not possible to gather data reaching all the way back to a network's birth. Leskovec et al. [11] showed that the effect of missing past is minor as we move away from the beginning of the data observation. We investigated the effect of missing past by constructing an email network which lacked the first week of data from dataset A and comparing it with the network containing both weeks. We have observed that the structural properties of the email networks was relatively similar for both of the networks particularly for the legitimate email.
Earlier studies [2, 5, 7, 9, 10, 17] have also used incomplete email networks to study the structure of email networks or to deploy a social network-based approach to mitigate spam. Even though our measurement duration was shorter than previous studies [5, 7, 9, 11] , we have generated the largest and most general datasets used for this type of analysis. The 14 days of data collection might not be large enough to study the evolution of email networks, but our analysis of the temporal variation in the structure of email networks provides us with evidence on how their structure might change with longer periods of measurements. Overall, this work has provided us with very large datasets of real traffic traversing a high speed Internet backbone link. These datasets allow us to model the behavior of email traffic as observed from the vantage point of a network device on the link and reveal the differences in the network-level behavior of ham and spam traffic.
Anomalies in Email Network Structure
The structural properties of real networks that deviate from the expected properties for social networks, suggest anomalous behavior in the network [1] . In this section, we show that the anomalies caused by the unsocial behavior of spam can be detected in the email networks by using an outlier detection mechanism.
We have shown in Section 4 that the ham networks exhibit power law out-degree distributions with γ Aout=2.3 and γ Bout=2.1 for dataset A and B respectively. The outliers in the out-degree distribution of the email networks are of particular importance, as we are interested in finding the nodes that send spam.
Procedure 1 presents the process of detecting outliers from the out-degree distribution. First the ratio of the outdegree distribution of the email network, containing both ham and spam, and our model is calculated. Then the Median Absolute Deviation (MAD) method is deployed to calculate the median of the absolute differences of the obtained ratios from their median. The nodes in the network that have an out-degree that deviates a lot (based on a threshold value) from the median are marked as outliers. Table 4 shows the percentage of spam that were sent in different networks and the percentage of spam sent by the identified outlier nodes. The nodes in the email networks generated from dataset A (B) have sent in average around 70% (40%) spam and the identified outlier nodes have sent just slightly more spam than the average node. The reason is that the outlier detection method tends to mark both nodes that have sent only one email and those that have sent a large number of email as outliers. However, we have observed that the nodes which have sent only one email had sent ham and spam with the same probability, and the nodes with high outdegree have mostly sent legitimate email (e.g., mailing lists). By excluding the nodes that have a high out-degree (100 in our experiments) from the outliers as well as the nodes that have only sent one email during the collection period, we can see that more than 95% (81%) of the email sent by the identified outliers in dataset A (B) have actually been spam. Moreover, these nodes have actually sent around 25% (35%) of the total spam in the network. The outliers in the out-degree distribution of the complete email network which in addition to ham and spam contains rejected email can be identified similarly. As an example, the nodes in the complete email network generated from one day of email traffic in dataset A have sent in average 94.8% spam and rejected email. The emails sent by the outlier nodes detected by our method have been 99.3% spam or rejected.
Conclusions
In this study we have investigated the social network properties of email networks to study the characteristics of legitimate and unsolicited emails. The email networks were generated from real email traffic which was captured on an Internet backbone link. We have analyzed the structural and temporal properties of the email networks and have shown that legitimate email traffic generates a small-world, scale-free network that can be modeled similar to many other social networks. Moreover, the unsocial behavior of spam, which might change over time, is not hidden in the mixture of email traffic. Therefore, email networks that contain spam do not exhibit all properties commonly present in social networks.
Moreover, we have shown that by identifying the anomalies in the structural properties of email networks, it is possible to reveal a number of abusive nodes in the network. More specifically, we have shown that the outliers in the outdegree distribution of email networks to a large extent represent the spamming nodes in the network. Therefore, the social network properties of email networks can potentially be used to detect malicious hosts on the network.
